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PBS Professional MLS Configuration
Special Release

• PBS Professional 11.3.200 is the SELinux release

• Available only by contacting Altair

• Special PBS Professional MLS Admin Guide available

• Special installation instructions are necessary



PBS Professional MLS Configuration
Overview 

• Vet and install supplied PBS SELinux policy

• Install PBS using our “normal” instructions

• SELinux-specific configuration tweaks

• Differences from “normal” PBS



PBS Professional MLS Configuration
Policy 

• Provide distribution image to site security personnel

• Extract and install SELinux policy files;

• Configure site-specific PBS policy by adding:
• PAM SELinux policy for login and sshd

• Rules to:

• Allow sandboxes in users' home directories
• Allow use of /dev/shm SELinux type, 

tmpfs_t

• netlabel.rules entries for PBS services 

as needed



PBS Professional MLS Configuration

Install

• Proceed with PBS installation

• Configure site file staging to respect SELinux extended 

attributes



PBS Professional MLS Configuration

SELinux Tweaks

• Protect normally-world-readable log directories

• turn off query_other_jobs



PBS Professional MLS Configuration

Delta From Stock PBS

• Users may operate on their own jobs if the user and 

job security contexts match

• Users may not query others’ jobs or inspect log files

• Cannot use non-SELinux-enabled PBS binaries or 

utilities constructed using non-SELinux-enabled PBS 

interfaces



For More Information
Contact me:

Carl Smith

Senior Software Engineer

cs@altair.com

Visit www.pbsworks.com

Read the case study of this 

implementation with Red Hat 

and Lockheed Martin

http://www.pbsworks.com/

