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What is Splunk? A Platform For Machine Da =

5

¢~ "Universal ™™

I Machine
Machine Data: Any Location, Type, Volume Answer Any Question L oo}
e =
o 3 \ e
_ S ) Service A Ad hoc Monitor Report Custom Developer
Premises . 0| 8 search and alert and dashboards Platform
S.erg;s Security GPS analyze
g @ Locnatio Packaged
» = Networks Application
_in Desktops ° Spl u n k
Private Storage Custom
Cloud

&

Public
Cloud

Telecoms

! &g % Messaging @Appligation Spl u n k

Online Energy
Shopping Meters
Cart g D Databases Platform Support (Apps / APl / SDKs)
Call Detall
Web . .
EI D Clickstrea  RECOTdS Enterprise Scalability
ms . o
Smprphonss Universal Indexing
and Devices

6.0; Windows NT 51; SV JET L LLGEF 0
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Industry Leading Platform For Machine Dat: g

Schema on
the Fly

Answer Any Question

Machine Data: Any Location, Type, Volume

Any amount, any location, any
( !
Private . SOUYICe No No need
Schema- | Universar back-end to filter

Cloud

on-the-fly | indexing | ‘mogvs data

Smartphones Universal Indexing
; MSIE 6.0; Wadons T 51,1, K10 L1GA v
LI
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Inside Universal Indexing {?‘

¢~ "Universal =~

| Machine I

i Data 1

» o 4/25014 2074-04-25 09:51:47:114284 10.2.1.35 POST sbrowsefartiscs/0027 - BO - 10.87.82.118 " '
9:51:47.114 AM  Mozilla/5.0 (Linux; U; Android 2.3.3; ro-ro; GT-I9000 Build/GINGERBREAD) AppleWebKi \_Ela'tbm-

t/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/533.1" 200 0 0 131 2913
host = localhost + source = fvarflog/httpd/access_log sourcetype = access_custom

> 425014 [25/Apr/2014 09:51:46:495987] src=mysql-3.splunktel.com transaction_speed=200 cpu_u AUtomatiC eve nt boundary identification

9:51:46.495 AM  til=20 mem_util=68 gquery="INSERT INTO SESSIONS (session_id, customer_id) VALUES ('3
446223863', 1198481)"

host = localhost © source = mysql_perf_api sourcetype = mysql_perf

9/24/14 %9-24-2014 12:54: 55'4\(35\!(1 web_iis_2 10.91.74.197 GET /I
12:54:55.000 PM . 0zilla/4.0+(compatible;+MSIE+6.0; +Win:
2.0.50727) http //CorporatePolicyMgmt.unread.lan/Splunk
0.91.22.34 408 0 0 1303 701 46

Automatic timestamp normalization

host = web_iis_2 | source = c:\inetpub\W3SVC1\web_iis_21223bb28.log
status_description = Request Timeout

Last60minutes~ | Q
21,307 events (9724114 11°55:00.000 AM 10 9/24/14 12:55-21,000 PM)

Accurate searching and trending -
by time across all data :

Job v e B verbose Mode v

1 minute pes column

n:-duct.streen?prodtxt_mmwhv ;
tible; MSIE 6.0; Windows HT 51; SV1; JET 0 Li@an

HTTP 1.1- 200 3439 Wasdows IT 5157 101 Splunk > listen to your data”
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Schema-on-the-Fly

q’.‘ﬂl.ll'lk App: Search & Reporting Administrator Messages Settings Activity Help Find
Search  Pivot  Reports  Alets  Dashboards Search & Reporting
Q New Search SaveAsv  Close

*

Last 60 minutes v~ Q

w

21,399 events (9/24/14 11:43:00.000 AM to 9/24/14 12:43:42.000 PM) Tehes s L B B Verbose Mode v
Events (21,393) Patterns Statistics Visualization
Format Timeline w — Zoom Out 1 minute per column

Sep 24,2014 11:43 AM Sep 24,2014 12:44 PM

284 events at 12:18 PM Wednesday, September 24, 2014

status_description X s s 4 s 6 1 s s Mot
ext
< Hide Fields := All Fields 40 Values, 30.712% of events Selected | Yes Mo
.info] INFO RADOP(13) acct stop for 353444438 R t 29
Reports aW even 9
b
Selected Fields Top values Top values by time Rare values s N
@ be_uri 100+
2 host 38 . 1207201000005652000000000007 - 80 - 10.123.2.100 "BlackBerry9300/5.0.0.95
Auto-detected fields and values 6 1422
ius_1.splunktel.com - source = fvar/log/httpd/access_log
OK 792 42.483% [ ] -
ndorlD/102
Request Timeout c A28 21.728% ]
i . info] INFO RADOP(13) acct start for 4368971063@splunktel.com 10.160.15.29
a user 100+ Service Unavailable 109 1.658% |
a useragent 84 Unauthorized 88 1.339% | bs
Interesting Fields Bad Gateway 85 1.293% | .info] INFO RADOP(13) acct stop for 6497726300@splunktel.com 10.123.2.99
@ action 18 Conflict 84 1.278% |
us
¥ bytes 100+ Requested Range Mot Satisfiable B4 1.278% |
a clientip 100+ .info]l INFO RADOP(13) acct start for 7642093262@splunktel.com 10.123.2.10
HTTP Version Not Supported 81 1.232%

Schemaon
the Fly

N ————

(
I
I
I

3 HTTP 11- 200 439 Wadows W11, - ‘ Splunk> listen to your data™

Windows T 51; SVL; JET

-




Enrich Raw Data to Make It More Meaningful

” : Data goes if External Data
Create additional fields from [ L0G | Soarces™— ===~

the raw data with a lookup to I }

an external data source : :

I I

I a I

< O . |

I I

I I

I I

Insight comes I % -

out | 1

I I

i Time Event I 1

1 @&

y | 4/24/14 2014-04-24\01:18:29 96 192.168.5.167 userid=21182340| password failed Y
1:18:29.000 AM

critical_user = yeS>4 location = San Francisco | frole= CEOJ fuser = Bob Smith

T fproduct.screen?product_| M-&&Hw»jh' bl

16.1'200 439 wmmsiMl1me Splunk > listen to your data”



Actionable Alerting

Edit Alert

Alert  Alert - Custorner download failing
Enable Actions

List in Triggered Alerts Triggered Alerts is available in the activity menu.

Send Email v Email must be configured in System Settings »
Alert Email Settings. Leamn More 0%

To Sresult.area_code$.support@splunktel.com; Comma separated list of email addresses.
Show CCand BCC

Priority High ~

Subject Snames The email subject and message can include tokens that insert
text based on the results of the search. Leam More
Message The customer with a phone number of $result. mdn$ has failed to download
"$result.track_name$” by "Sresult.artist_name$" multiple times in the last hour.

This dashboard may help diagnose:
http:/fwimpy.splunk.com:8999/en-US/app/oidemo/customer_care?
form.sourcetypeToken=S$result. mdn$&earliest=5job.searchEarliestTimeS&latest

=5job.searchLatestTimes e

Include ~ | Link to Alert Link to Results
Search String Inline Table «

+ | Trigger Condition Attach C8V

Cancel

product Ecreen"pmdmt_i@ﬂﬂ»miisﬁ ’
tible; MSIE 6.0; Windoms T 5.1; Sv1; JT 0111622
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Dynamic Reporting

Administrator Find

Search & Reporting

sp|unk App: Search & Reporting Messages Settings Activity Help

Search  Pivot  Reports  Alets  Dashboards

SaveAsv  Close

Chart on any searc}

Q New Search

*| timechart count by status_description limit=10

Report

21,205 events (9/24/14 11:50:00.000 AM to 9/24/14 12:50:08.000 PM)

Job v SaveAsv  Close

_< ,F\epm

Dashboard Panel

Events (21,205) Pattems Statistics (61) Visualizatt®

#linev  /Formatv

A
60 v Line Recommended Alert
- Area Recommended Save aS a re 0 r t Event Type
al Column Recommended p
A = oBar C h OOSe — 521&??"“
o = Sy o
visualization
2| b Bbdle  Reauesed Range NotSatisible
42 Single Value - Sevice Unavailable
G Radial Gauge [ - smﬁ“
8 Filler Gauge ™ 12:10 PM 12:20 PM 12:30 PM ) - 12:40PM .
E Marker Gauge
9 Map _time
Gateway Not Payment Request Requested Range Not Service
_time Gateway © | Conflict Timeout Found = OK Required Timeout Satisfiable Unavailable © | Unautharized © = OTHER © | NULL
20140824 11:50:00 2 2 3 3 28 2 53 4 3 2 a5 536

»

109

1:51:00 2

&
w

2014-09-24 11:52:00 3 4 1

2014-09-24 11:53:00

HTTP 1.1° 200 3439 Wadoms I 1; L, T i
MSIE 6.0; Windows NT 51; V1, JT QA L1GEH A0
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Combine Reports to Create Dashboards

Use the built-in
dashboard editor

Activations in real time

3027 oo

Activations

20

Sales by State Sales Map Aew-time
200 . . LY 2
D@ iV, %
@ Ehaa® B 0o, .
B {100/ o g " 8
-uw»m....’“ e g @ . N

Revenue

s 60.44

NN - -

Pedcton

-:Iuct.screen?pvodlxt_Man.
patible; MSIE 6.0; Windoms NT 51; SV1; JT 01 1150 4y

B HTTP 1.1 200 3439 Windoms NT S.1; SVI; T O febiesact

Embed

BSPLUNKTEL

H Copy and paste this code into your HTML-based web page.
jome

<iframe height="300" width="480" frameborder="0" sre="http://wim
Customer ID py:16000/en-US/embed?s=%2FservicesNS%2Fadmin%2Fsearch%2
Fsaved%2Fsearches%2FError%2520Trend&oid=sX_1JMEdIHTXeVp
5VcF9108V2L jpeeEowejTZIRCDNbLM 1 12uz_LcjX_QKpajbEgmdckZ
TthffBrujLszxvaQuNchFCoqbD\yT%EEaLBdCExBZWiC?BmquA

Customer Overview Mr. Reindear

Product ID .

Sales by Region

Disable embedding if you no longer want to share this report outside of
Modi Splunk.
Activations

Disable Embedding m

Customer Activations <mago

s S

=
i i

i .

Or embed the reports into
external sites like a wiki

Splunk S listen to

11 Gy




Role Based Access Control

Integrate authentication with LDAP and Active Directory.

\

/" Capabilities & Filters

LDAP, AD " Splunk Flexible Roles
Users and Groups Manage
Indexes
adha S—
Save
, SV | Searches
-
v / NOT
. at
) e .

-

-

J

Map LDAP & AD groups toerX|bIe Splunk roles. Define any search as a filter.

Splunk > listen to your data™



Within the MLS ecosystem

Splunk Indexers can sit at separate security layers,
displaying only the data accessible to that user

At the highest security layer, Splunk can display the tagged
Information collected from the the entire stack

Conversely, the highest security layer can visualize data
only from the highest layer

Collect, search, visualize, and alert by layer or across layers

Splunk > listen to your data”



Splunk Enterprise

Enterprise-class Scale, Resilience and Interoperability

—

TP 1.1° 200 3439 Wndows I <1 1, EToH ekt Splunk > listen to your data
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MLS — Reach down across data stores

Very High level data saved to syslog server.
«———— =2  Very High indexer monitors all syslog
4 === servers. Very High Search Head searches
Very High Indexer.

@
!

_q

High level data saved to syslog server. High
indexer monitors H, M, L syslog servers.
High Search Head searches High Indexer.

(i)
()

e
—

Medium level data saved to syslog server.
«—— B  Medium indexer monitors M, L syslog

servers. Medium Search Head searches M
T Indexer,

)

v

I Low level data saved to syslog server. Low
indexer monitors low syslog server. Low
Search Head searches Low Indexer.

(D
'

GET /product.screen?product_id-F-F¥-RLIEm 2541,

/4.0 (compatible; MSIE 6.0; Windoms NT 51; SVi; JET 01 LLGEAS0 sy lwe: I k o .
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Backup Slides
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Remember that Machine Data?
Sources
H ORDER,2013-05-21T14:04:12.484,10098213,569281734,67.17.10.12,43CD1A7B8322,SA-2100

Order Processing May 21 14:04:12.996 wl-01.acme.com Order 569281734 failed for customer 10098213.
Exception follows: weblogic.jdbc.extensions.ConnectionDeadSQLException:

v weblogic.common.resourcepool.ResourceDeadException: Could not create pool connection. The
. DBMS driver exception was: [BEA][Oracle JDBC Driver]Error establishing socket to host and port:
Middleware ACMEDB-01:1521. Reason: Connection refused

Error

05/21 16:33:11.238 [CONNEVENT] Ext 1207130 (0192033): Event 20111, CTI Num:ServID:Type
0:19:9, App 0, ANI T7998#1, DNIS 5555685981, SerID 40489a07-7f6e-4251-801a-
13ae51a6d092, Trunk T451.16
05/21 16:33:11.242 [SCREENPOPEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092
CUSTID 10098213

Care IVR 05/21 16:37:49.732 [DISCEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092

{actor:{displayName:"Go Boys!!", followersCount:1366,friendsCount:789,link:

"http://dallascowboys.com/",location:{displayName:"Dallas, TX",objectType:"place”},

objectType:"person”, preferredUsername "BOysF@n80",statusesCount:6072},body:"Just bought

this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!",objectType:"activity”,postedTime:"2013-05-21T16:39:40.647-0600"}

Twitter

screen?product id=F-FH-A K9k i

,»InsuE 6.0; Windoms I 51; gn,mmm ' Splunk>listen to your date

- MSIE 6.0; Windows T 51; svgnmucm



Machine Data Contains Ciritical Insights

S0 UECES Customer 1D, Order IC
‘

Order Processing 569281734 10098213
Customer ID
Order ID

Middleware
Error

Time Waiting On
Customer ID

{actor:{displayName:"Go Boys!!",followersCount:1366.friendsCount:789,link:

"http://dallascowboys.com/",location: {dispITWitter ID illas, TX",objectTyp¢ Customer’s Tweet
objectType:"person”, preferredUsername:"B0ys ,StatusesCount:60727%}, 3

this POS device from @ACME. Doesn't work! CaIIed gave up on waiting for them to answer! RT if
you hate @ACME!!".obiectTvpe:"activity”,postedTime:"2013-05-21T16:39:40.647-0600"}

Twitter Company’s Twitter ID

yduct.screen?product | uﬁﬂﬂ(\’”ﬂmm ) Drom

l»;:j;I' l"' f;\'fnjcncn'i 1)!111 Lo Jl' 16 Splunk>|i5ten o your data™




Splunk Unlocks Ciritical Insights

SOU[CES Customer Order ID Product ID
‘ 10098213}562281734 SA-2100

Order Processing 569281734 10098213
Order IC Customer ID

Middleware
Error

Time Waiting On

{actor:{displayName:"Go Boys!!" followarsCount: 1366.friendsCount:789.link:
"http://dallascowboys.com/",location:{dis TWltter ID Jjilas, TX",objectT Customer’s Tweet |
objectType:"person”, preferredUsername:"B0ys ,SstatusesCount:60 ody:"Just bought
this POS device from @ACME. Doesn't work! CaIIed gave up on waiting for them to answer! RT if
you hate @ACME!!”,objectType:"activity”,postedTime:"2013-05-21T16:39:40.647-0600"}

Twitter
Company S TW|tter ID

yduct.screen?product | tM(\‘&H!.‘M} o) D

tible; MSIE 6.0; Widons T 51,51, F101L2a50 17 Splunk>|isten to your date
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